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Enterprise Cyber Range Hands-on Workshop
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Practical Drill on Common Information Security Knowledge for OWASP Developers
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Master ChatGPT for Ethical Hacking and Penetration Testing
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Cyber Security Law Compliance
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Security Optimization : Network Device and Remote Access
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Mobile App Security for Communication and Data Storage
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Network Security of Packet Analysis Course
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ANSPA Network Security of Packet Analysis — Practice Course
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C N S PA Network Security of Packet Analysis-Case Study

BEeYe 1. NSPA Class C R:EAE 3. MM BRBELEZHEAAS
2. PEMEBZEBAR 4. PRz R EDE
sl 1. TCP/IP435& B 1% E 3. NSPA : figZ =3 85 4750:8(Class C)
=" 2. BEZEZ 2R 4. NINS : 43R E 28 B AR R AR 75
1. = B 7-BlfRE 22 % 6] 2 Cobalt Strike BeaconZ

BEA | BIREAIFER - Cobalt Strike 7748 ~ Beacon ik ~ HBAMIXIS « BERERER - BB S HATH (3 ERE3E: Cobalt Strike Beacon®
AN

)
2. BT B9 H-E R E L %62 DoppelPaymerZ i
BIER | BRZESIR (Hyndai-KIA, Foxconn, Compal, A123 Systems, Mitsubishi Polysilicon) * Doppel Paymer7 43 * Mimikatzfi& « S84
215 - BRERER - BB 205 (3T 2 E3%E: Doppel Paymerdis)
3. ABLEHEHH-BlFEE 225 2 GlobelmposterZ £l
w0 BIER | BREEGIER(BEELTFR) « Globelmposter 7148 ~ SEAWIRTS - BREEA - BEFT S 8 (3 ©/-83%:Globelmposter&i 7))
? 4. BEREZEHEAD-BEIRERZESZ Solar Wlndﬁiﬁgﬁg?ﬁﬂ
EI#57 : Solar Wind 4R - EREE A AL FESEZEBIHHT - American Bank SystemZEBI 047 « Solar Wind 2 BEEARE S, - BEISHH
5. PRLEHENHT- @Wﬁﬁ%ﬁJZWastedLocker LockBit, MountLockerZEfl
BiEA . EB%%@U%@%%(Garmm,\,\1‘@“‘5‘?}*@) WastedLocker 7743 ~ LockBit/ 148 ~ S EIOMTIEIS - BRERELR - BET=HRmEIEES
#: LockBit, MountLockerZB4))
6. WL EH AN HT-BIFEE L% 6 7 Insider Offensive 241
BIEA . BEREAFIRR(CPC  FEIB) * ARP Scan 7148  C#-Powershell /142 * svchost/T 43 ~ SWIFT/Bitsran/ 148 ~ S BTG ~ BRI
R BRGS0 R (E B E2RE: svchostES) « 1 E1RE27E: Bitsranif4))

1. BRI ERE R %09:30~17:30 4. REEILE
BB 2. ERSNMABERT " LFREBH, ERERE . FRIEATHREHE ZARSERE
3. ARBANEREMEHEOMIHS(NTPA)SEFRYE

BIEIEERIE  ANSPA : AT IO HITEMREE

152



