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cCT EC-Council CCTIRE T 2B B ENRIZ
CND EC-Council CND#B &P EL B K a0 58 iR 12
CEH EC-Council CEHEZE KT B R DE R 1E
CEH (Practical) CEHAREMERZEHEHEERIIMN
CPENT EC-Council CPENT2Z Al B R0 E R 12
CHFI EC-Council CHFIZE L& A E B RDE iR E
CCSE EC-Council CCSEEI#E % T i2hl 7058 iR 12
EDRP EC-Council EDRPE Z K E18 [F B Kb E inie
CBP [1B Council @R BB R BB RIZ
CcCIso EC-Council CCISOEZRR1#E
CASE Java EC-Council CASE JavafEREXZ 2 TIZMRERE
CASE .Net EC-Council CASE NETRERREZRX L2 TEEMBEREZ
ECIH EC-Council ECIHE Z Bt BRIE 5 B8Rz
CTIA EC-Council CTIAB B EE AT E KD ERE
CSA EC-CouncilZ2 2 & B 0\(SOC) A T Al 338 iR 12
WAHS EC-Council Web EREXZZRE
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EC-Council iLearnfRIZiHZEEH (ABUEMIEHR B E)

| ccT | CND | CEH |CEHP |CPENT| CHFI |CCSE | EDRP| CcBP |CCISO CGASE | CASE | EciH | CTIA | CSA |WAHS
&R $22,000 |$42,000 [$42,000 $42,000|$42,000|$42,000| $42,000| $42,000 | $49,000$22,000 | $22,000 | $22,000 | $22,000| $22,000| $19,500
l(rfs;.rel;?;crcleegs)t raining modules| g ° ° e | o e | o e | o e | o e | o o | o °
2255'2; e-courseware (lyear | o | o | ¢ e | o o | | o | o o6 o o @ o | o
%E):Srg Labs (6 Months ° ° °
Exam Voucher [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
Practice Range (30 days Access) [ ]
Certificate of Completion [ [ ] [ [ ] [ [ ] [ [ ] [ [ ]
iLabs (6 Months Access)
Certification Exam [ [ [ ] [ ] ®
CPENT Live Range Exam [}
Web Hacking and App Security PY
Challenges (90 Day Access)
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EC-Council ;32 ¥R PE 2t /T /i

EC-Council 5 B 1% B il )5} (The International Council of Electronic Commerce Consultants) 25 it B Bz SCEHLERRE BUWHIR - B IRHERNE - i Bt i KB LERE 2 REL
8% FECHIBIRRRIBIE - SFek - WIRIESS - & EHES « EC-Council WHIEHIRIBRI » LICEHHES & MR 14 » EC-Council Wi kK B PEiN 4 2 B i kg <
SRGOMHES » NEAET FEBBUR IR 5 R (NSA)Y 2T » 2 BORHEHE SRR - NSRS ~ FBHAEN ~ BROK ~ IBMAIG Y » JLEY T A A EC-Council P42 EC-Council

CND 5%“ CITIA

Network Defender
’#] ﬂ% B EE R R e omes ot
= ERMEE : 312-38 = ERMAR : 312-39 = ERMIE : 312-85
= EGEE 4N = EHRER : 100 = EGRE : 3/ = EHRER : 1008 = EGESE : 2/ = EHEE . 50

ALBX S5RERT MG B2 TR

c E H « ERLHE 1 312-50 c E H
c c T = EHEE A0S Etical  Hacker
Ewesl  daoker EGIEAY : 1258 M ASTER
ey e FTIET —> BB i A 6
@ = ERH3E : Certified Ethical Hacker (Practical) ER{2 CEH Practical S350 BS54 %
- ERIH : 212-82 e CEH B8 % - RREEBHERIAL
- EHEM 30K+ EHEH: 608 BEpmERES o208 1 ==
Web Application Hacking & Security Testing  Professional
= EH X5 : Web Application Hacking and Security(WAHS) Live Exam = ERSE : CPENT Live Exam
" T . o EHBM 2 R 12 MK 1R 24 D
- EEEM MERHEH  TEERIERS . « ESEY R EERES  EFEERSERE + EHARE 7 ANVELENRES
R EEBIB 60% %3 Web Application Security Associate & & FLAB#2I8 70% #%3% CPENT B2
BB 75% 1Z3Web Application Security Professional &% FRABEBIE 90% %5 LPT BE

REEBIR 90% 1Z3Web Application Security Expert & &

ERZHOE RS

ECIH ClHFI E[DRP

Hacking Forensic EC-Council Disaster Recovery

oMU | INVESTIGATOR Etettioal

Certfied Incident Handler

ﬁt?’éﬂ)ﬁﬁ; BEZHAREER BEEKEERER
= ERMLIR : 212-89 = ERMLIRE : 312-49 = ERMLER : 312-76
= EHERE: 3K - EHER : 100 = EHEERE: 40K - EHER 1503 = EEEE: 40K - EHEER : 1508
BEREHE EREXZE TR
JAVA NET
Certified Chief Information ~Security ~Officer EC-Council | Certified DevSecOps Engineer Application ~ Security  Engineer Certified Application ~ Security  Engineer
= ERRER : 712-50 = BRI : 312-97 = BRI : CASEJAVA = ERMLEE : CASEINET

= EHEE : 2.5/0\6 = EHEIEER : 1508 - BHRRE 40K - EHEE 1008 - EBHESE 20 - EHEERS50E - BHKE 20K - EHEE : 508

» RBIIE 1%ﬂﬁﬁﬁ%'#ﬁ?&EC—Council%ﬁ%%é - UBEBEEFEEES  BTRSENEABHARESI0 T EREZE -
« BBESE . B 2019 FRBAFRAREE - FRBEIRFBGE®E - BTRERMR ASPEN 2EMAIL T # - F&E431 https://aspen.eccouncil.org/ ©
« EERIE : B2024510F1H#E - EC- CounGIE"‘E”xQBEF% F - TSR - —FEABRFT120%ECE -

H#1EFE S ERMRA : https://cert.eccouncil.org/ece-policy.html
HSEFIREMIHRA : https://cert.eccouncil.org/continuing-education-fees.html ST - EEEE -
EHBFESEQRCode

(© UCOM edu 2024.10#f - £ 2 KIEEC-Council RBA KA E

BMFRKE : 816 P199 #1T P213 & P215 Sif P219
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ALEX S3RE R B2 BRI EX HEE EZEHEE FEREXAZ =M%

LICENSED
PENETRATION
TESTER

MASTER

CTIA

EI——

DRP  |aSE ¢

Disaster Recovery
Professional

ECIH CSA

CIHFI E CDE

INVESHEATOR ECCauned | Cartod DovsocOps Enginos

e MASTER
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Specialization T .

EC-Council CSCUZ 2 B s HEIERTE

EC-Council Certified Secure Computer User Course

. 1. BAREMKREERE 3. BEMBMHRAL -
2. BEMABRP 4. FHLZEEREN - TEHEE - HARKBEBWAS
1. B A BB TEN B EARNIRIERE S

BEAE ) sameameREs
1. BRZENA 7. TEBRBENLT T
2. EERFNLE M 8. Elnz e

sz 3. BEREBEAMHFUE 9. MEEEENT M
4. FIREELE 10. ERBEHFKBER
5. HRMPILW L M AR M AR AR
6. (REBF B 12. BZEETENZ 2 M
1. 3B AFRILE—RFPFEE " EC-Council Certified Secure Computer User Exam + iR BHSE : 112-12 - [RBUSD149), - BRFER4LESR

#&exam voucher codeR IR EAE R PO BITELEAFE

2. HRHE—FAN  B—RARERE—REE K

wrmE 3. BRI EiRF5E%509:00~18:00

: ) 4. $RZ R 2 0B Instructor led training modules (4R iR 2 Subscription Code - {5 FiHA PR —&F)

5 FRERHE:

- ERERE  RRI2BATAEEHE =AEREEE
- BEEEE  2NIREITHERZERSE - =ASHERENTSS,0007T

BEWEERIE  CCT : EC-Council CCT R Z 2R EHMRE
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cCT®

EC-Council CCT i8R 235 AlERiE

EC-Council Certified Cybersecurity Technician Course

e 1. ZREBAB 3. R Z 2 RKIiTAERE
= 2. MEEEEEAR 4. YIPE S 4/ 48 TA2RM

N DEMNTEERREERE
BB s - 480 2R BT

1. Information Security Threats and Vulnerabilities (Z#lZZ 2 E & #155%5) 11. Wireless Network Security((R4 L E)
2. Information Security Attacks(&ilZ 2K %) 12. Mobile Device Security({TE1 3B 2)
3. Network Security Fundamentals (43522 2 £ ##) 13. 10T and OT Security(# B 433 T #1242 2)
4. |dentification, Authentication, and Authorization(# 3! - #&RIE21E#)  14. Cryptography(ZiEE)
5. Network Security Controls — Administrative Controls(8&Z 2 #EH#E  15. Data Security(B R Z2)
I - EIREHIFEHE) 16. Network Troubleshooting(43 28 &2 fE HER)
seERA 6. Network Security Controls — Physical Controls(4838 % = #Z#l#E - & 17. Network Traffic Monitoring (4858 it & &5 12)
: i BEHEHHE 1) 18. Network Logs Monitoring and Analysis (48 H 55 2= 122 82153 47)
7. Network Security Controls — Technical Controls(48#&Z 2 #EHI%8HE -  19. Incident Response (S fl fE#E )
2 i Rl i) 20. Computer Forensics(ZE s ##78t)
8. Network Security Assessment Techniques and Tools(8EZ 2 7E 4% 21. Business Continuity and Disaster Recovery (/8 2 iE 8 K # B [R)
firEA T R) 22. Risk Management([& [ &12)
9. Application Security(fE % %)
10. Virtualization and Cloud Computing(E ## L2 =% iEE)
1. SRBAREME —RFEE " EC-Council Certified Cybersecurity Technician Exam - Ei & B8 : 212-82 - [R{BUSD499) 1 - TRIRZL
5 Rexam voucher code i EC-Council A1k B 1738 2 & 3
2. B A #E$R22025/6/30RI A 24K - E—REAXMEBFE _RREBESEBH(F—REXAARNHARARELFENATA - EEFR—EHRAES
B WHRAEBATAER)
. RREFRE - HERES0% U FERERREMAEES
e .FRBE—FR  B—RAREEE—REEIHE

- BRIz ERRIERE12309:00~18:00

CREBELER
- ERESEE  HRI2BTEAEEHE FARRERE
- BEREE  2NMREITHERZERSE - =A5MEZENTS19,5007
- BB B EMEC-CounciliRE - EMREFMENTS12,0007T 2 EE

BEEBRE  CND : ERE LM REH-EC-Council CNDFRFEERTZ

o 0hw

E)cenme [@roves [©)umes susRsmEzes, BRI ABRZHRER

EC-Council CEHE, E il F X 525812

[lEg % = £ B — 11ounod-03

EC-Council Ethical Hacking and Countermeasures Course

BEE% BEEBRRZBEIZAMELZAR BZURAS - HREW KT RDE
EESTRLL N REFT B E RS

BEN® oD : EBE BN -EC-Council CNDRBIRE
1. Introduction to Ethical Hacking(/" A {a58 & & AR) 12. Evading IDS, Firewalls and Honeypots (33 A {2 &381/b5 K {5 62
2. Footprinting and Reconnaissance (32 £ Wk #4 5 Il B2 48 35 B &) BHARMG)
3. Scanning Networks (#8# Afi 7% £2 55 R4 37 ) 13. Hacking Webservers(A {2 431k)
4. Enumeration(%|/£2 2 & 5) 14. Hacking Web Application( A fRABILFZ ()
5. Vulnerability Analysis(33 %5 T) 15. SQL Injection(E I FEHE I EE)
HRERE 6. System Hacking( A\ R &K #t) 16. Hacking Wireless Network( A {2 4R 4315)
7. Malware Threats(B 22TV £5) 17. Hacking Mobile Platforms(A{Z1TE1F &)
8. Sniffers(#98 & IR AT B2) 18. 10T and OT Hacking( A {2 ¥ Bt 4881 T 3%)
9. Social Engineering(#t 2 T12) 19. Cloud Computing(ZlHEH)
10. Denial-of-Service (PR & AR 75 X 22 E23 (R R AB ) 20. Cryptography(Z#5£3)
11. Session Hijacking(GE4R #13%)
1. BNH#%2025/6/301F - CEH+CEHPE 3% 75 R 1E$105,0007T - B ES65,00070(FE S ZRZHAMREE) - REFARN TCEH Masteriz&= 2
BB AERR s - RBCEHREREMXCEHPAKRERE - ERRERKEZCEH « CEHPREEH - MRCEHARBRBZ RESEERSE - BET
— RS =R - BB HARICEH MasterfZ E R liz:E ABM(S MUt A RER LR ARGBEE—FASTHMBERE R RE Bi)
2. HARFRLE—RDFEET " The Certified Ethical Hacker Certification Exam(ZifI B G55 : 312-50 - [RBUSD950) .1 - HIRFRBLAERR
exam voucher codeMEiZ EAE /0BT E L E TR
. BNB#E$R22025/6/30RTBM 2R - E—REALMZH 4 REESEEE - REARE—FANTH
maEE . EiRZEEEEEENTS3,00070(R B E=E EFHUSD499)

CRIEERE - HFEERES0% MU LE R ERERMAANES
-FREE—FRA  B-HRARERE-—RERZHS
. BRIz EEREFE%09:00~18:00
- REBEAR
- BEREEE  ARA2BTHAREHE  FTAFTFEBBEIRZAMIR "CEH MasterBZ Z 1 ifs0E AMMRZ 1 MILER)
- BEREE  2MREITHESRZERSR - FAMERENTS32,50070
9. M EM R LB AD O BPMICRE 2B EABHIRT L - R5% : 3150 - AFERGAPMCERERSHESPOUEEE S  BAT LATH

BEERRIE  CPENT : EC-Council CPENT2 BRI BEXRTERE

0N O W

2B : 51E P199 1T P213 & P215 S P219 143
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[E) ceH Practicai g
CEHX R E B E N BET

CEHP

BEHZ
TR

AEAR

BHEER

BERERRE

CWAS i
CWAHS

CEH Practical Exam Review

EAISCEHREE EAR5TMCEHRZ HHHVSCEH Practicali?:a A H il Z

EESTAL T REFTEE IR
CEH : EC-Council CEHRZ B ili B X R @ R1Z

1. AR B2 IR 4. ZBUBFIEDT

2. MBEAR TS IR A R N B 22 5. UL BB AN T

3. ERE DT

1. SBAREIE—RFEE " Certified Ethical Hacker (Practical) ([RIBUSD550) 1 - FiFRiz4a 5k Fexam voucher codeiEC-Council 8815 B

THRBER
REAREE  NE—REHLY - FHRIEHEZEZENTD1,00075(RMBEE EFHUSD550)
. FBFAMCEH®EEE - f£1B1BCEH PracticalE i % - [RMPR1ZEECEH PracticalzE iR - 5 9MG1Z 3 CEH Master(CEH AN H8
. ARRETRHE %30 K Lab{E AR
. PREABESZ :
iBEECEH : EC-Council CEHEZ B INE R B Eries  122025/6/30 RIFAM 24k - ZEEENT$25,00070

CPENT : EC-Council CPENT2 il ERFRERE

[SENFAUNS

EC-Council Web FEFRIE XL L2852

EC-Council Certified Web Application Hacking and Security Course

1. PR 2 A EEBE
Bz 2. HEAEALEMARE  FEEMNRELEFERIINITAS
3. BERARENE - BBEAFAL - BEEREALZEBESEXEAS
" 1. Windows K Linux{F2£ & 4 2 FE R (E 3. BT ERER
BRAE ) mpamms
1. WebEFET : REEZENA 7. PARYKE © 22 M ERFRRD B (Security Misconfiguration)
2. YIBMRKE; - SQLE M PRASIEE(SQL Injection) 8. PARKE | MAUATFEVIEE (Broken Access Control)
3. YIEBR kS . 22 MEEERRRL & (Security Misconfiguration) 9. IEBRHE : FMIUATFEVEE (Broken Access Control)
REAR 4. YIBMIKE : BEAIILMIZRBEE (Cross Site Scripting) 10. 1EBARPKE | L2 M8 R0 & (Security Misconfiguration)
5. IEBRPKE; | 4B IE TR IREIR M A4 (Scanning and 1. WGBTS © (EARER B AR08 BR 77 BY (Server Level Access)
Enumeration) 12. BRFEIE : EARERE R E B EZEY(Server Level Access)
6. PARTEEL : SQLEMIZIEEIEE(SQL Injection) 13. EXRMHIAEL : L2158 BRECE (Security Misconfiguration)
1. ERREREM B RRERE
2. AREE—FR  B—RAREEE—REREIHS
3. REREUEREHER .
BHasE - RIRIERE
* Instructor led training modules(#R =22/ Subscription Code - {5 FAEAPR—4F)
- Web Hacking and App Security Challenges (LabfJDashboard Code - 90 Day Access)
- Certification Exam(E #1£Examspecialists.com schedule)
BIEWBEFE  CASEJava : EC-Council CASE JavafE 2 &2 T 126N 05 512

E)crentire [©) tmen susrsRE=2S, BIZRER2WEER

EC-Council CPENTZ;E IS S RETERTE

CPENT

EC-Council Certified Penetration Tester Course

FEl=EIES
FRABE

AREAR

R

RBRERE

MERBEEES  HAEEES ENMZZAHAAS - 2RL2HWE
BERPEREERKTRENEREHIENE

. Introduction to Penetration Testing (£:& Rzt 1 48) 8. Web Application Penetration Testing (4852 =835 Bl 75 )%)

. Penetration Testing Scoping and Engagement (A& Al #8815 E£24547) 9. Wireless Network Penetration Testing (JR4R 4815835 i 75 0%)
Open-Source Intelligence(OSINT) (BB L) 10. loT Penetration Testing (84823 )

. Social Engineering Penetration Testing (1132 T #2835 ) 11. OT/SCADA Penetration Testing (T 1223 )

. Network Penetration Testing -External(9MNM8:2 5 i) 12. Cloud Penetration Testing (Elin23& A5l 77)%)
Network Penetration Testing -Internal(FA48;2 & AI5) 13. Binary Analysis and Exploitation (#2329 47 A &)

. Network Penetration Testing -Perimeter Devices(##& & 255 E 535 fl5{) 14. Reports Writing and Post Test Action(1£ % $f 2 B3 Rl G & 4 21 1F)
B ARREEE—RREES " Certified Penetration Tester (£ R BSE : CPENT Live Exam - [RfEUSD990) 4

CRERAEFR - HEFRES0% ESERREMASIES

 HREE—FERN  BA—RARERE—REBZHE

. BRI LERRFE7$09:00~18:00

. AEBELE

BERERE  ARINETARSHE  =ARRERE

CCISO : EC-Council CCISOEZ R iR12

ARWON=S NOORWN =
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.cno;aaa @)roves (€ ©) HRER BUARSRERRS, BIZABLZWEER

EEX L PHEEE-EC-Council CND3EZE

REAR

BEEE

BERERRE

.CSAgﬂa&

BEHZ

FRBAE

REAR

BHEEE

BERERE

EC-Council Certified Network Defender Course

1. RREBAE 3. BB LRI HBE
2. MEZEEEAR 4. YIFE Z /48RS TARAM

EESTRUL N REFTEE AL
NINS : A8 SRR B BB R AR 75

. Network Attacks and Defense Strategies(48 ¥ I 2 £, £ 55 1%

. Administrative Network Security(AEZ 2 E1E)

. Technical Network Security(#3%% % 2 1ir)

Network Perimeter Security(B2 482 2)

. Endpoint Security-Windows Systems(lif 2% % 7 17 & 5 #t)

. Endpoint Security-Linux Systems(lit 252 % 2 Linux %#)

. Endpoint Security-Mobile Devices(lfift % & 2 TEI 3 H)

. Endpoint Security-loT Devices(Ifi#h & & 2 V) Hi 4855 5)

. Administrative Application Security(fEFATE 22 &%)

10. Data Security(ZRlZ2)

11. Enterprise Virtual Network Security({E £ E B HEREZE)

12. Enterprise Cloud Network Security({E £EIHEHEZ2)

13. Enterprise Wireless Network Securlty(i%‘ﬁfv?ﬁﬁﬂﬁt%)

14. Network Traffic Monitoring and Analysis(#8 % 7t & &5 122 £33 #r)

15. Network Logs Monitoring and Analysis(#8# H 55 85 128395 4f7)

16. Incident Response and Forensic Investigation (¥ % 55 # fE 2 B # TR &)
17. Business Continuity and Disaster Recovery (154 = E B K 1SR

18. Risk Anticipation with Risk Management(J&| b & 12 7 & f& 785l

19. Threat Assessment with Attack Surface Analysis(T] I E EITE 2 47 2 & B 57 1th)
20. Threat Prediction with Cyber Threat Intelligence(#8 & B 1EE 2 & B TaH)

1. B AFRRLE—RFBEE " EC-Council Certified Network Defender Exam(Z =Rl B {885 : 312-38 - [REUSD550) ., - BRFRERR
exam voucher codei{ E3E B 45 /0B 1T & ie B 5
2. B1B#E4R+52025/6/30RTRMI 2 AR - F—REFXNAUZEE_REESEBB(EREAENBRACEFXLEATR - EEFR—EEAH
B - WS E R ATMAER)
. BB #E#R22025/6/30R1 B 2 B4R - NNAM3%3.5/\Fs 48188
R EEERENTS3,00070(/RME =E Z FAUSD249)
G REREFRE - HEFRESN FERERREMASES
.HREAE—FERN - A—RARERE —REEZHE
. BRI Z EERRFE7$09:00~18:00
- E%EE%E% :
- BEREEE  FRI2ATHEEHE ZREREEE
. EIEEE é"~7Jl]>f5<lITH§‘)a EEBERBAE  ZA5EZENTS28,00070
9. I ENEEHBIRPOBPMICRT ZiEHHE ISP - K5 : 3150 - R ERFTEPMCEHEERSBEEEPDUEEE) - FET LA

CEH : EC-Council CEHRZE il E XK 308 R 12

©RONDOTAWN

00 ~NO® O AW

) HREA "BURRNAERRE, RIZAER2BLER

EEfx & % SOCES1=-EC-Council CSAZIEER7TE

EC-Council Certified SOC Analyst Course

1. SOC 7 #rfifl (55 — AR AN S —#R) 5. Rz EEPMNRREMRZSRENERZEEXAS
2. BENZZEES 6. L E DA
3. RN Z = TI2EM 7. (EAIE B AASOC O HAMEIA

4. BEERHERDATED - MEESEHERITAS

EETAU T REMEERIEES  AFERREREZEARMENE
CND : EXE 22238 -EC-Council CNDFRREFRTE

. & BEMEE (Security Operations and Management)

. THRABESEEE - 1oCHIILEE 75 7% (Understanding Cyber Threats,loCs, and Attack Methodology)

. B - EHABERC#(Incidents, Events, and Logging)

. f‘%?#ﬁﬁﬂﬁii%nﬂgE?#F“EE’J(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
. MR E B B E RS 418085 S (Enhanced Incident Detection with Threat Intelligence)

. B EIRT2 R R fEET 75 )% (Incident Response)

ﬁ%ﬁ;ﬁ%%ﬁ RRaEEF TEC-Council Certified SOC Analyst(REUSD450) 1 - FiNFR1Z45 5k BRexam voucher codeR R EAEZ F/HE
TEEEARE

RERRESE - MBE—REHKHY - HRRHEZBEEENTD,00070(RBEE EHUSD199)

 RRERE - HEEES0%W EBEEREREIIES

. FARAE—FR  A—RAREEE—RERIHE

. BRI Z EiRFRE%09:00~18:00

 REEBEAE:

- BRESE  BFEN2ATHEEAE ZEREREEE

- BABEE  2NREITHRESRZERSE - ZASMEEENT$19,5007T

ECIH : EEXEZ SR IE-EC-Council ECIHFRBRE

- oA WN

(RS FNFRAYNS

2B : 51b P199 #71TP213 & P215 S P219 145
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ARIZRTT

CTIA%%E ) kmER BUARSAERSE, RILAERBRER

EXE LR Z 2 -EC-Council CTIAZZRER12

=

BERERE

JEI=EIES

TR

e
L
=
o}

BEEEIR

anaﬁa C) sER "BUARSAELSE. BILAER2BRER

EC-Council Certified Threat Intelligence Analyst Course

BEEBERZARIAFEZAER BEZHHEAE - HEBBEESTEERE

ST U T RAZ AT B A lTaE

CEH : EC-Council CEHE Z 1% lT 88 R & R 1285

. Introduction to Threat Intelligence(falzE & & 15 &)

. Cyber Threats and Attack Frameworks (435 & & B I B2 1E252)

. Requirements, Planning, Direction, and Review(2K - &l - {52 8185Y)

. Data Collection and Processing (& i Ug £ 432 38)

. Data Analysis(Z 2 47)

. Intelligence Reporting and Dissemination (5 2 i 3 #2153k

. Threat Hunting and Detection (/& 2 18 #% £215)

. Threat Intelligence in SOC Operations, Incident Response, and Risk Management(SOC {E% - S EEARRER PN B EE)

CIRBAREEE—RFEE " Certified Threat Intelligence Analyst(E R B 5% : 312-85 - [RIEUSD450) ) - HHERIZ4A55R Kexam voucher
codeRREMEL P L BTELEARKE

CRBAREE - ME—REBHAY - RREHEZEZENTD,00070(RMEEZERUSD199)

RRRAERE  HERES0% M EEGEERRMEES

.FREE—FER B RARERE—REEZHE

. BRI Z EERAFE%09:00~18:00

CHREBESE
BRERE: BRINETARSHE =ARRERE

CPENT : EC-Council CPENT2 & il E R85 212

=

= 0N~ WN

o g~ WwN

£ EZ EE 2 HT-EC-Council CTIAZIEEER 12k HEEH

EC-Council Certified Threat Intelligence Analyst Course

BEEBRRZBRIZAMEZAE BZUREAS - HEEBEES T RDE

BES LR SR P B R lTAE D
CEH : EC-Council CEHEZ E i lT 88 R R 8 s 2 As /1

. Introduction to Threat Intelligence(fIzE H B 1B &)

Cyber Threats and Attack Frameworks(48 % & 2 51 K 212 22)

Requirements, Planning, Direction, and Review(ZK - %] « 158 B1g5)

Data Collection and Processing(& iU & B2 R 18)

Data Analysis(Z #l9 #7)

Intelligence Reporting and Dissemination (15 & i 1k £1{HIE)

Threat Hunting and Detection(f), 2 18 #% £215 1l )

Threat Intelligence in SOC Operations, Incident Response, and Risk Management(SOC 1F% - SiEZ LRGSR FNEBIEE)

CIREARRELIE—RDEED " Certified Threat Intelligence Analyst(E B B HRSE : 312-85 - [REUSD450) ., - FHNER1E45 R Rexam voucher
codeRNEREMER P LOBTELEHEHE

2. {EAREE  NE—REFHKY - FREHREZEZRENTD1,00070(RMEEEHUSD199)

3. REAEEFREIRA _HARE

4. BRRERE - DERE0%MU EEFEB R EMAENFES

5

6

S eNOOA BN

-FARAE—FR B REARERE—RERZHS
- BRMZ ERRFFE7509:00~18:00

CPENT : EC-Council CPENT2 & 5t B R 5055 -5 12
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ECIH%ﬁﬁ SRR TBURESEEREE, RUCEERRERER

EE X E L EIEIE-EC-Council ECIHZZEEER12

ECIH EC-Council Certified Incident Handler Course

EHEES - EURRTGE CBEARAR  AMBATEAR BEREIAE  ZMEES - ARTREM - PGEEES - ITEE

BEHE el s
| MDA S - R AR R AR A SN

CND : B & L5 E3%3-EC-Council CNDRR &R 12
1. Introduction to Incident Handling and Response (& % S 4 /& # &R 12 S0 ERE /)
2. Incident Handling and Response Process(ﬁ%%#l’%)ﬁﬁﬂ’]k%)
3. Forensic Readiness and First Response ({111 878 8155 — 5 &5 Sz FE £ Al
4. Handling and Responding to Malware Incidents(F2 2 2 TUFTiE Ak O B SS (4 FE S0 B JR 2[R Al )
PEAE 5. Handling and Responding to Email Security Incidents(E8 ¥ B {4 Fr & A AU B 1 55 ¢ P 49 B2 IR 3B [R Al
: 6. Handling and Responding to Network Security Incidents (#3528 FT i Ak O i1 55 (4 FE £ B2 E2 2[R Al )
7. Handling and Responding to Web Application Security Incidents (#8314 & 431 & B2 T0FmiS Al O B B (4 e 3 B R 3B [R Al
8. Handling and Responding to Cloud Security Incidents(Z= 1 & F A& pk i i 1 55 14 FE 3 B iR 32 [ Al )
9. Handling and Responding to Insider Threats(PIEB L 2 FTis Ak A0 15 1 55 14 FE 29 B2 g2 3R [R RI)
10. Handling and Responding to Endpoint Security Incidents(lif % 22 2 F& pk B i 5 4 FE 2 4 R 38 [R All)
1. B AREZLE—RRFEEH TEC-Council Certified Incident Handler Certification Exam(Z &R B {55 : 212-89 - [R{EUSD450), - &R
12455k Rexam voucher code R IR EAEE R /0 BITE L E AR E
2. BBRAFEE  NE—REARY - FRIEHEZEEENTD,00070(EMEEZERUSD199)
3. ECIH v3ZH ARG - EHBEER100BEER  BRBABEHT0%
eI 4. RREFRE  LERES0RU S EBEBRRERAEES
5 HMMRBE—FR  B—RAREEE—REEIHE
6. AR 7 iR 7509:00~18:00
7. FREIERE
PEERE: FFi2ATHBREHE ZARRERE

BEEBRIE  CHFI : EC-Council CHFIE Z i S E R s

[E)crrime POUSS  |(O) HEER BUSRSRERDE, RIZHERELER
() 1tERFZH S EEANSI-170243858 » WRERFENIST SP-800-181 NICEAERATARER
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EC-Council Computer Hacking Forensic Investigator Course

CHFI REERMALAEMAMREZE  SIERIGENEHSHEENTERASMRET - 825 ¢

- ERAEREIEAR - $R1T - RIEFEMEBEEAL
P . EHE2ABAR - BIGHE T ERSE
- BYEBREEEAL - BIEGE RIS IR LR
< EEBEEAL
ERTH L TREMEHERIEY - AEEERRET R RSN SRS RIENE
FIBRE ERESCIBRIEECIH | EXE LS HUEIE-EC-Council ECIHRE R T2
PSSR ECEH | EC-Council CEHR B R T E R A5 312
1. Computer Forensics in Today's World (88 i 8 8 42 ) 9. Malware Forensics(ZB =2 = #&5)
2. Computer Forensics Investigation Process(E 212 %) 10. Investigating Web Attacks (#4814 & 485 AR 75 LU B2 281
3. Understanding Hard Disks and File Systems(1##k 81182 £.47) 11. Dark Web Forensics(FE48:82)
RS 4. Data Acquisition and Duplication(Z R EEVEA 18 2Y) 12. Cloud Forensics(Z 1 )
: 5. Defeating Anti-Forensics Techniques(fi§ ## 2 #3815 15) 13. Email and Social Media Forensics(E8 7 &b {82t BF IR A2 #8:38)
6. Windows Forensics(WindowsfF 2 % #t i :8) 14. Mobile Forensics(1TE1 3= & i)
7. Linux and Mac Forensics(Linux, MacfF2£ % #t i 5) 15. loT Forensics(loT&#)
8. Network Forensics(#85 8)
1. HARRZWE—RRFEEZ " The Computer Hacking Forensic Investigator Exam(Z &t Rl B $5% : 312-49 - [RBUSD650) , - FTREFEMARR
exam voucher codefME 2 EAREH /0BT E LB
2. BB #E$R£2025/6/30RTFEI 2R - E—REFZXNZEE _REEBEEEBR(F—REAENHRALEEFLFANTH - EXFR—EARH
B WRANERATMAER)
. Ei%IRHEEEEMENTDS,00070(RMEEEHUSD399)
e  RRRERE - LEERES0N LB BEERRREIIES

-FRAE—FR  B-HREARERE-—RERZHE
. BRIz LERIFE%09:00~18:00
CREBENR
ERERE : HRIBETAREEE ZARSEERE
IEHE R E IR T O BPMICRE 2 BHEHB IR - K3 : 3150 - MFRFTESPMCEEEREEBEPDUTEL ) - BET AR

BEERRIE  CTIA : EBREZE B D #-EC-Council CTIAFRER2

~NOoO oA W
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EDRP%% ©) EEs BRRSEERS S, RICAER2URER

EC-Council Disaster Recovery Professional Course

BEHZ MERBEES - HXEBEES - 2MEHER - BRARARBRAS - BAZEAR

ERSTHMUTNREMEERITES  NEERRE RS TR NE
ECIH : EEXE LS EIE-EC-Council ECIHFREHFE

1. Introduction to Disaster Recovery and Business Continuity(SX## 18 [R5t E BB EFTENB)
. Business Continuity Management(& 15 &51E)

. Risk Assessment( /& b5 1)

. Business Impact Analysis (BIA)(E &2 53 4)

. Business Continuity Planning (BCP) (1582 B 81E)

. Data Backup(Z R#&1D)

. Data Recovery(ZKHER)

. Virtualization-Based Disaster Recovery(E Hr1E K ZER)

. System Recovery(Z#HEIR)

10. Centralized and Decentralized System Recovery((£ P =19 B 2 A A 1E R AVEE)
11. Disaster Recovery Planning Process(X 28 /REtE12FF)

12. BCP Testing, Maintenance, and Training(B 5@ =@ 5t 212 2 - #ERAIAR)

1. SRB AR ML E—RFPFEE " EC-Council Disaster Recovery Professional Certification Exam(Z 7B $5% : 312-76 - [REUSD450), - &
R FR1245 R Rexam voucher code R RE B AAE /0BT E R B R

CHRBAREREE  ME—REARY - FRIEHEZEEENTD1,00070(FR R EE EFHUSD249)

. RIBERE - HEEE0%W CEBEEREREIIES

. ERRERANE - ZHEER10BRIEE  ABBLABEHT0%

.HRAE—FAN - B RAFERE—REEIHE

. BRI Z RIFRE%09:00~18:00

REEESE

BEREEE HRIBETARZHE =ZARREEE

BEMEBRIE  CEH : EC-Council CEHEZE KT ERFE K12
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EC-Council Certified Application Security Engineer Java Course

1. 25D FlavaZ IR RACHR
BEHR 2. A MR JavalE AR A ZE TRRENZENMENZZAHEEAS
3. TFstES K% - A5 - EENRERBEALZZZEEAR

FEEME  Java SE - Java EE - WebR R EH

1. BEREANZ: - fIBHKE 6. MBERMLE R B 5
2. EFREAZEHZKIE 7. Session&32
HRIEAE 3. ZEARARTARE 8. HREELERBEER
4. MARBRERBES 9. FIRREF AR E AR L2 R (SAST & DAST)
5. & RIS 10. R ERE HE
1. SBARZIE—REFEE " EC-Council Certified Application Security Engineer Exam(/RfBUSD450) 1 - i ER1245 R Rexam voucher
code M EREMEL P OBTETEANE
BEARESE  NMBE—REAKK - FRIEHEZEBENTD,00070(R R EEEFRUSD249)
EEE RIBERE - LFEEE%W M EEBFEER RRAEIES

.FREE—FA  B—HRARERE—RERZHS

. BRI Z EERIFE%09:00~18:00

CRREETR

PERERE : FRIETHREHE ZARREERE

BEMBRIE  CEH : EC-Council CEHRZERKITE R ERIZ

oghwN
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CASE%E%E @) e "BURRSEAREE, RIZHERLSLER

EC-Council CASE .NETEERIE{ L2 TiZRHEER12

CASENet EC-Council Certified Application Security Engineer .NET Course

.. 1. 2Dl ENETE #RI8EE 3. TFstES KM% - Wi - EENRERBEALZZZEHRAR
= 2. BEHANETERERNEZ T RRM/EZDEI/EZAHAEEAS
FRBHH; BREACHIEARES

1. EREANZS - BIBEKRE 6. MBRIMLZERIBEH
2. EREAZEHKIE 7. SessionEHE
HRENE 3. ZxERENRTEEE 8. R BRI RIHEH
4. BARBLZERIBES 9. B H B AR AR Z 2RI (SAST & DAST)
5. HERIEIRRE 10. R EELALEE
1. BAREILE —RFBREEF " EC-Council Certified Application Security Engineer Exam(/2{EUSD450) , - it iR245 5k KRexam voucher

codeNEIREAE M P /OB TECE R
2. HBAKREE - ME-REAKRY - HREHEEEEENTD1,0007T(RBEEEERUSD249)
EaEE 3. REERE - HFEEES0%U LEZ R ERBERMAENES
e 4. FRHEB—FNR - A—RARERE—RERIHKS
5. AN 2 FRIFR4309:00~18:00
6. REEBEAE
PERERE  FHRIETAREHE  ZAFSEERE

BEEBRIE  CEH : EC-Council CEHEZZ Rl E R ER12

ccusoarﬂsa O mEn BUSRSEARS S, RICAER2SLER

EC-Council CCISOELZK:EfE

CCISO Certified Chief Information Security Officer Course

s 1. BERARERELLEARELR 3. HEMZ 2SRRI B EME
= 2. BAZ2ZRE - REEEEE

FRBAE BN Z 2R AT R

Domain 1 : Governance(;A2)
Domain 2 : Security Management Controls and Auditing Management (& % & 1215l & i LA FE 2 SIE)
RIERE Domain 3 : Security Program Management and Operations(Z 2 &t =2 &R #{F %)
Domain 4 : Information Security Core Competencies(& 1%L\ i#i5E)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management( &l 14 #7 21| & 1 7% 2 {1 FE 5 38

1. |BAARRE - BEIX—RCCISORE EH (EHR B MR : 712-50 - [REUSDI99) - MFE—REHKR - HiRIEHEZEZTENTDS,00070
2. ZAEEIREEH - SMAFEIRESE100ET
3. - Associate CCISOEACCISOZ Rl B RE—R - REFSCCISOEEE O] 55k EAssociate CCISO
+ Associate CCISO$RE &1 : SR - F—(EFEHRE2FETIEAES - SEFFACISSP - CISM ~ CISAE—EHE
» CCISORE &K : 5AEE D - EIERFHRESF TIEAER - ERMSNMRBAEIEE - AIRESREPEIEFLRERIEE
. EiAAssociate CCISORBMARE - FRIKRBMEER - FEERERU@ERBACCISORE B
BRI EEREEE%09:00~18:00
RIEBEAE
HZEEHE  F5ACISSP ~ CISM ~ CISAE—RZRYEire~EEE - ZHEEMENT$79,0007T
BEREE  HRIMATHRERAREGEE ZARRERE
7. 1HEARERE 2 BIRMAEIEEREE : https://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BFMFERE  CISSP : CISSPEZ 2 ME RV R IE

ECDE%%

BEEE

o 0B

EC-Council DevSecOps T f2EMZ3:E:852

ECDE EC-Council Certified DevSecOps Engineer Course

BEHR FEFDevOpsFRARMNUREE - AMMEAE - BLEEAS - HLEMBAEWE - HDevSecOpsH HillE
BB HARMRARRLZEHFELRTA

1. Understanding DevOps Culture(:3#DevOps3Z{t)
2. Introduction to DevSecOps(7T#ADevSecOps)
3. DevSecOps Pipeline—Plan Stage(DevSecOpsE #3-#7 &l P& L)
FRERE 4. DevSecOps Pipeline—Code Stage(DevSecOpsE #R-12 T i P ER)
5. DevSecOps Pipeline—Build and Test Stage(DevSecOpsE #7- 1 & B4R 3t P& B%)
6. DevSecOps Pipeline—Release and Deploy Stage(DevSecOpsE #- 817 A0 Z PR ER)
7. DevSecOps Pipeline—Operate and Monitor Stage(DevSecOpsE 4~ 438 £ B 2 fE X))
1. B AFRRE—RBEE " EC-Council Certified DevSecOps Engineer Exam (E&t Rl E8% : 312-97 - [REUSD550), - BRERLEERR
exam voucher codeN R EAE P OBTERELNNE - NE—REHALY - MRRHEEZEEEMENTD1,0007T
FIRERE - BFEERES0WU EBEERRRAEIES
ErEE . ERRERANE - BEHEER100BEER - BEBREHT0%

-FARAE—FER  B-HARERE-—RERZHS
BAYEZ R~ 4509:00~18:00

- REBER

ERERE  FHRIATAREHE =AFREERE

oA ®WN

BMFRKE : 816 P199 #1T P213 & P215 Sif P219
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