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. Explaining Network Topologies ( 248 #A1EL24E )

. Supporting Cabling and Physical Installations ( =48R AEIEILEN L )
. Configuring Interfaces and Switches ( & EABEEAIN EEARIREE )

. Configuring Network Addressing ( 485 E _ERIMILLE )

Configuring Routing and Advanced Switching ( 58 E S FH T8 B1E PR 2188 )
. Implementing Network Services ( S1Z 48 _FR9ART )

. Explaining Application Services ( FRIEA8ES -RIFEFRRRTE )

. Supporting Network Management ( SZ1B 3 T AR EIE )

9. Explaining Network Security Concepts ( fREEREKRZ = )

10. Applying Network Security Features ( E\1T 4B 22 2 IHAE

11. Supporting Network Security Design ( 21248 Z 25T )

12. Configuring Wireless Networks ( 5% EfARAEE )

13. Comparing Remote Access Methods ( LbER R IGABEEF AN % )

14. Summarizing Cloud Concepts ( #25 EInAAEH= )
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1. Summarize Fundamental Security Concepts(#2if E AL 2 =)

. Compare Threat Types(tb& &, Z482Y)

. Explain Cryptographic Solutions(#2¥E 1% iR 75 28)

. Implement Identity and Access Management(Z it &) 7ZEVEIE)

. Secure Enterprise Network Architecture(Z2 2 i1 £ 488 2218)

. Secure Cloud Network Architecture(Z2 28I E I 49 1R 2218)

. Explain Resiliency and Site Security Concepts(f# 58 4+ A4 1L 2 2 FIE )

. Explain Vulnerability Management (#2178 S12)

. Evaluate Network Security Capabilities(FF #8882 285 77)

10. Assess Endpoint Security Capabilities(5F {t I 26 2 = HE77)

11. Enhance Application Security Capabilities(1& 3% & FZ XL EEEH)

12. Explain Incident Response and Monitoring Concepts (/%% 55 {4 [0 f& B 85 1 =)
13. Analyze Indicators of Malicious Activity(7 1758 2UE BN 151R)

14. Summarize Security Governance Concepts(E7 iN L 2812 1H=)

15. Explain Risk Management Processes(f#2 % &/ & 127t 12)

16. Summarize Data Protection and Compliance Concepts(#2 & R R EL SR EHR)
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BEHR

TR

REAR

© 00N U~ WN

BEER

ZIMBARER : AL P199 #ifTP213 A P215 H@#P219 131



| CompTIA | SRR

[@)] compTia Pentestrieie (€] iR BuzRSEER2S, BIZHER2BRER

CompTIA PenTest+2 &G iR R EIERPEFEEI
COM PT CompTIA PenTest+

1. SHEEAS
ey 2 MBZEEAS

3. HPER RIARDE

4. BERARLEBPLNABERAND - BAERZSHIE - SR - 2L FHORELFROEMERAR

B T RIZFTE B RITAE S
FEBAH COMPN : CompTIA Network+ B 4825 3275 HT
COMPS : CompTIA Security+El R4 & 208 I

1. Planning and Scoping Penetration Tests(01a] #3212 & A3 A0 &5 E)

Conducting Passive Reconnaissance(d1{a /T EN 15 E)

Performing Non-Technical Tests(#0 a1 17 IE 5o il 14 A9 AR

Conducting Active Reconnaissance(#11a] #4T E &1 T (5 5)

Analyzing Vulnerabilities(¥0 el 317 &)E 2 47)

Penetrating Networks(f+Z 248184 15)

Exploiting Host-Based Vulnerabilities(21{a I Fi = # = #9501

Testing Applications(f& F2 (AU

9. Completing Post-Exploit Tasks(58 A i@ aF & RIETE)

10. Analyzing and Reporting Pen Test Results(#11a 9 4T 7 57 &5 2 FE R A4 R)

1. BARM Z 3RFR1%4309:00~18:00
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1. Explaining the Importance of Security Controls(f22 Z 21 HIE 2 14)

. Utilizing Threat Data and Intelligence(2N1a] 7| F [ 25 #5215 3R )

. Analyzing Security Monitoring Data(#1{a] 347 22 & B 1RO E13%)

. Collecting and Querying Security Monitoring Data(Z11a/ X S EA 85 & &2 & B HERU E1HE)

. Utilizing Digital Forensics and Indicator Analysis Techniques (%012 ) Ff #1111 BN =5 B 512 0 #r 93 1)
. Applying Incident Response Procedures(#11a3 1754 O] fEZ fF)

. Applying Risk Mitigation and Security Frameworks(211a]#17 /& [ 48 iR S %2 2 AEZR)

. Performing Vulnerability Management(40a #1T @A E12)

9. Applying Security Solutions for Infrastructure Management(¥1fa] # 1T AR EMABN LT 2 IR F E)
10. Understanding Data Privacy and Protection( 7 F# {2 IS FA 1 EAZ2 2R FE)

11. Applying Security Solutions for Software Assurance({fal 1 TEEE(RE L E R )

12. Applying Security Solutions for Cloud and Automation(¥{a] #4752 1% B B {E L 2 #R 5 )

. BRIz FRIFE%09:00~18:00

2. REBRENER:

IREER : BHIEH22025/6/30R1 MM 4R - ZBEBENTS47,90070 - BIEE—REH(BEUSDA04)ERES
BEMEE  HIREC-Council 2FFR1E - I=HREBIENTS12,000t2EE

TR

o
i
=3
]
OND G AWN

=

BEER

132



[@) 20255
COMDS

BEHZ

TR AN
FAERTE

REAR

BEEH
BERERE

2025582

CompTIA DataSys+iRs
CompTIA DataSys+ E#|EEE 8 BIFEEM

CompTIA DataSys+

1. BRAENESEAS

2. BREEREEEAS  BETHENEEENEIRAST
3. 28 EICompTIA DataSys+i3:5&
BEEMI=ENENEESEEEHRLR
C BN EEm B

. TRERNEBRMEE

. R EEMm T

. BITEIEMEE R FRIRIA

. BERRSHERNERENTE

. TRERERBIFRE

B AEMSEENE
BRI S BRI AL

. TRERNERMEERE
CTRAEBNESSRM

10. (REZ R

1. Z2MEREE

12. REEZ N EMEIREE

13. IR T H B

14. I E K 18 [RET 2

15. BIENIRERESH
CompTIA DataSys+& B84 USD253

COMDP : CompTIA Data+ 1l B 47 B B 58 78 Bt

N
N
N

© 00 ~NO U WN =

CompTIA Data+585%

FRIZAT | CompTIA |

CompTIA Data+&#1E 5 1 BIFRERRE

CompTIA Data+

. EREZERBENTAER - BSTRENEDTAENTEZNIRAS
. 7822 H] CompTIA Data+:3:5 &5 &

BFE12ENEESE  fESNEBS T LIENBHE LR

. Ef&Microsoft Excelsl & F ZF= B2 LA E B H

. ETRIAIEREANMBIE - MR E AT

. BT BRUEEIEARE - BlaNSums « AverageHICount

- EERAHEEARNERERE - BANRTES
REBENAMERNE RRR
- BREERIRENEENE BiM

CompTIA Data+E 7 {E1&RUSD369

1. BRBENES AR
Vo= EIES 2
3
1
i 2
FEBAH 3
4
1. FRIERELNHWEARE
2. TERARNHB RS
3. THRRERWEIMSE
4
seEiE 2 BEENESTWERE
7. MATAEWE RHRER AT
8
9. BRI MR 5%
10. 3 EA R D AT B AT
HaEEE
BIBEEBERE

PL300 : Microsoft Power BIZE Rl 547

5. B 7 BEExcel S MM EFREBA P H R ME B E R ENE R AH
6. BEENURIUIFEELANERERTNE BANH
7. HERBEAR A —EN TR

8. HERHBEUBEERAEAN T H#

M. TRARSETENER
12. EREE R CEE

13. IR EN T AREEH R R
14. EMERRAREHAM
15. BN ARRHSHE

16. BEEAK AENEEM

17. T BUE 78 R B

18. BEETENEEM

19. AR RHNEENNT IR

BMFRKRE : 816 P199 #1T P213 & P215 Sif P219

133



